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Abstract
The relations between financial institutions on the international level allow the law breakers to transfer, almost on the spot, huge amounts of money from a corner of the Earth to another. Unfortunately, present capital markets allow the reinvestment of the money obtained from illicit business (weapons, drugs, prostitution, evasion, etc.) in investments that look legal precisely due to the multitude of financial investments that occurred and are poorly regulated and difficult to control. These huge amounts that entered the market often influenced the exchange rate or the interests in an economy Even if it is not a positive and merritory element, we have to highlight another major flaw of Central and Eastern European economies – corruption. Each state “benefits” from corrupted officials who, in exchange for material or pecuniary advantages, would offer support to the actors of underground economy. Unfortunately, in the former communist countries, the virus of corruption reached alarming thresholds from the bottom of hierarchy, in the small time crooks at customs of banks to the top, in high officials. Not after 21 years of “freedom”, countries such as Romania, Bulgaria or even more developed ones such as Hungary, Czech Republic, etc. did not completely eradicate corruption which can be seen at the highest levels. Many of the ones that deal with money laundering were sympathized by political circles especially due to their financial capacities to sponsor election campaigns and contribute financially to the accounts of politicians. If in other parts of the civilized world, they would be frowned upon and would be less visible, here, those involved in money laundering due to various activities which are more ore less legal or controlled, are a part of the category of the privileged and remain untouched by the observance of state regulations. 
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In a period in which financial problems caused a generalized economic crisis, the need for trasparency and financial integrity are implicit aims of the policies of economic reajustment. 
The integrity of the financial system allows the correct use of public funds mobilized on national and international markets in view of relaunching the economies found in this prolonged crisis. For this reason, the fight against money laundering is a major aim of the factors of responsibility for crossborder economies. Recycling the profits achieved by means of illegal activites implies substantial efforts as the new technologies and financial innovations are harder and harder to follow and control. 
The phenomenon of globalization mainly comprised the financial side of the issue, as everything was first regarded as a factor of progress in man’s permanent concern of minimizing distances, at least from an economic viewpoint. Economic globalization is a result of innovations and progress which can be found in the increases of commercial and financial flows.   
The new financial innovations such as the interconnection systems of the national markets give to all those that aim at introducing laundering money on the market, the necessary resorts to be traced as hard as possible, having the possibility of “circulating” the money all over the world in order to cover their traces and make it “clean”. 
According to the definition given by FBI, money laundering is the activity of converting the money resulting from illegal activities in incomes that seem ligitimate and whose source can no longer be mentioned as coming from illegal activities (USA Departament of Justice, July 2002, pp. 45).
By money landering, M. Bean understands a transfer of the money obtained illicitly in other assest, the concealing of their origin or belonging and the pretence of a legal character to the source and belonging (Bean M., 1990, pp. 304).
To conclude, money laundering may be defined as a set of instruments and financial techniques by which the profits resulted from illegal activities are introduced in illicit financial circuits, thus gaining a new identity which is apparently a legal one. 
According to the definition provided by the Law no. 656/2002, article 23, monely landering is a crime punished by imprisonment from 3 to 12 years:
-the change or transfer of goods, knowing that they are the result of crimes for the purpose of concealing or dissimulating the illicit origin of these goods for the purpose of helping the person that committed the crime from which the goods come, sustract from pursuit, ruling in a Court of Law or execution of the penalty; 
- hiding or dissimulating the true nature of origin, situation, disposition, circulation of property of goods or rights on there goods, knowing that they are the result of a crime;
-acquiring, holding or using goods that are known to be the result of a crime;
In European legislation as well, money laundering is clearly detailed. Thus, according to the Council Directive 2001/97/EC of 1 December 2001, money laundering is, besides the activities comprised in the Law no. 656/2002, article 23 (that respects European legistation), the participation, association, the attempts to crimes and the support, encouragement, facilitation and advice in view of committing any of the crimes mentioned above. 
The process of money landering may be divided in 3 parts:
- placement
- stratification
- integration.
The first stage involves the laundering of money obtained illegally in a financial entity or their use in view of purchasing values. This segment of the operation is usually accomplished in the country where the crime was committed. If the amounts resulting from illegal operations are considerable ones, money laundering crosses national borders and money is immediately transferred across the border in a country with less observed regulations. For the facilitation of such transfers, companies with temporary acivities are used and they are closed soon afterwards.  
Stratification. This stage takes place after the money enters the circuit of financial institutions. It comprises a series of movements of the illegal money mass so as to distance it from its source. Thus, sales and purchases of investment instruments can be carried out, along with electronic fund transfers (the development of new financial technologies facilitates the activity of the actors that handle these funds) in bank accounts all over the world. In order to make these transfers look legal, companies specialized in import-export activities are employed; as a peculiarity, these companies use several currencies and accounts. Another advantage of such companies may be the great number of commercial transactions despite a less substantial profit. Charities are also employed for the same purpose, their redistribution being achieved by the signing of management contracts or service provision contracts. Last but not least, this stage also comprises the acquisition of highly valued art works.    
It is important for the people making transactions to choose the countries in which the control of operations is less strict or the legislation is a permissive one and does not keep much information on the origin of funds. 
Integration. This is the third stage that implies the integration of funds in the financial system by means of investments. Now the funds may be transferred again, especially if the countries used in the stratification stage do not have stable economies. After 1990, Central and Eastern Europe has been a paradise for such investments. The passage of countries in the area to market economy allowed any investor to buy state-owned companies for nothing. The lack of rigorous regulations on the provenience of the invested sums made it easy for the ones that dealt with laundering money to invest in the area, thus becoming “serious” business people that managed to cover their traces with respect to the provenience of their profits. In view of an investment “makeover”, newly established companies have been used and residents of the respetvive countries which had a clean criminal record. All the precautions were only superficial ones, as the true investors were others. Off-shore companies were also employed in transactions and with their help, shares of the companies given for privatization were bought. 
Even if it is not a positive and merritory element, we have to highlight another major flaw of Central and Eastern European economies – corruption. Each state “benefits” from corrupted officials who, in exchange for material or pecuniary advantages, would offer support to the actors of underground economy. Unfortunately, in the former communist countries, the virus of corruption reached alarming thresholds from the bottom of hierarchy, in the small time crooks at customs of banks to the top, in high officials. Not after 21 years of “freedom”, countries such as Romania, Bulgaria or even more developed ones such as Hungary, Czech Republic, etc. did not completely eradicate corruption which can be seen at the highest levels. Many of the ones that deal with money laundering were sympathized by political circles especially due to their financial capacities to sponsor election campaigns and contribute financially to the accounts of politicians. If in other parts of the civilized world, they would be frowned upon and would be less visible, here, those involved in money laundering due to various activities which are more ore less legal or controlled, are a part of the category of the privileged and remain untouched by the observance of state regulations. For instance, it is easier in Romania to condemn a person that commited a “crookery”, a small time crookery such as stealing, than the ones that escape the payment of debt to the state or that circulate dirty money within the system. Nobody asks the people that buy lands for nothing where their money comes from; in this way, in a few years we may witness the rise of a new social class of “landowners” that will become respected landlords through money laundering. 
Here, the state shares the blame by the intransigence shown in the control of the funds used for transactions or the lack of reaction from the National Bank in checking the people in charge with circulation of money through banks.   
The nocive effects of money laundering are passed to the financial institutions that carry out the operations. Even if we cannot speak of the direct effects at the level of solvability of these institutions, they are pretty much affected by the increase of the lack of trust of the customers in the financial entities suspected by the mutual acceptance of such operations. It is well known that the economy of immaterial (financial services included) is almost exclusively based on the feeling of trust between customer and institution. At the moment trust becomes affected, customers change direction and the “snowball” effect may come into being by the migration of customers to other institutions which are considered to be more rigorous. On the short term, there are no major effects in the profitability of institutions. The departure of certain customers is compensated by the earnings resulting from the operations concluded by suspicious companies. On the medium and long term, banks and other financial institutions suffered from the effect of a negative image on the market, credibility and customers’ portfolio, implicitly. 
When we speak about the financial institutions willingly or unwillingly involved in the chain of money laundering, we refer not only to banks. On the market, there are a lot of financial intermediaries that can provide similar services to the ones offered by banks. In view of avoiding the observance of regulations and the more rigorous control that banks are subjected to, the ones that transact laundering money go for non-banking institutions such as real estate investment companies, insurance companies, exchange companies and leasing companies.   
Further to the analysis of the sources of money subjected to recycling, the 2011 report of ONPSCB Romania showed that the most vulnerable fields were: internal and external commerce, services, and financial and banking investments.    

Table nr. 1 The vulnerability of economic sectors from money laudering
	Sector
	Share

	Home trade
	60%

	Foreign trade
	13%

	Estate
	8%

	Services
	5%

	Investment
	4%

	Financial
	2%

	banking
	2%

	Other
	6%


	Source: Annual report ONPCSB 2011
Among the most used methods of money laundering through financial institutions, we mention the following:
- converting small banknotes to big banknotes; 
- opening accounts by professional intermediaries;
- electronic fund transfer (including the use of specific internet services provided by these entities);
- the rental of cassettes or bank safe-deposit boxes; 
- commercialization of financial instruments; 
- use of big value life or non-life insurances;
- banking correspondence;
- use of credit lines or other financing methods for the carry out of external transfers;
- request of loans from off-shore companies;
- request of returns of policies in advance;
- purchase of sale of big currency quantity;
- repeated money transfers with small amounts of money, etc.  

Many of the money laundering operations are facilitated lately by the new financial technologies that, by the facilities of rapid electronic transfer, allow the achievement of transactions in good time. For example, the on-line payment system shows security flaws due to the fact that it cuts the direct contact between customer and the financial institution. The customer may perform the operations anywhere in the world if he has access to a computer or another compatible electronic device and an internet connexion. This type of banking access is indirect, banks not having any mean to check the identity of the account user. In this way, the networks that launder money may carry out operations in any account even if the respective account had not been opened in their name, but in the name of an interposed person. At a later date, the balances of these persons may be transferred to the accounts of the real holders of the amounts and they can use it without any restriction as “whitened” money. We can also mention other electronic operations that can be achieved by those interested in money laundering: 
- transfers between accounts which involve the same administrator or connected administrators;
- the reception of electronic accounts and the immediate purchase of monetary instruments achieved for the payment of a third party; 
- the use of collecting accounts to transfer money overseas, fed from several accounts with unsuspicious amounts;  
- electronic transfers from/ to fiscal paradises, without solid reasons to prove the basis of transactions in business; 
- transfers from company accounts to the accounts of natural persons without any justification; 
- the use of monetary instruments for the payment of big value electronic transfers;
- transfers to credit institutions without mentioning the recipient, etc.  
Many operations of laundering are also carried out through modern instruments of access such as credit cards. Thus, recodified and reambosed cards with other account numbers may be used, new cards may be requested under the pretext of loss or plastic bits holding a code may be applied over an old card to extract money from cash dispensers.  
Benefiting from well trained employees in the field of informatics, the organized networks of money laundering penetrate into the nets of financial institutions so as to achieve important defalcations later on. Lately, an alarming increase of IT fraud was recorded; this is because of the current technological progress and the implementation of new financial innovations on the markets. According to the Belgian daily paper Knack, “IT crimes, a practice that developed significantly since the beginning of this century, shortly reached a spreading that is rival to the international drug market.” The annual losses caused by informatics infractionality are over 280 billion euros. According to the European Institute for Computer Anti-virus Research, the most encountered IT crimes are the illegal use of personal data and credit cards by other persons than their holders. Furthermore, it has been recently proved that the portfolio of the people closing such transactions also includes old generation smart-phones and tablets that registered record sales in the last two years. In our opinion, financial institutions should share the blame, as well. From the desire to win the customer at all costs and minimize expenses, financial companies launched more and more electronic services on the market that no longer require face-to-face encounters between customers and bank clerks. Thus, more and more financial operations may be carried out by phone, tablet, computer from a mere transfer of funds from an account to another to insurance policies that may be completed and closed online by the user without going through a financial unit.  
As far as the situation of Romania is concerned, we can “enjoy”, to put it in an ironic way, our position in the top ten of the countries that produced “phishing” messages in 2011. These messages are virtually created pages that aim at tricking the banks’ customers by fraud, by creating a page that imitates the authentication page for entering one’s banking details. The first position of the top is still held by USA (approximately 55% of the messages), followed by Canada and Germany. In the previous years, the “top” positions held by Romania arose reluctance in the developed countries to accept payments with Romanian credit cards. The phishing carried out by a network of hackers based in the city on Constanta that managed to fraud more than 630 000 thousand dollars from accounts in the Bank of America remains a landmark case.  
Another attractive field is that of financial institutions that transact movable value titles. In the share records the names of intermediaries that were involved in the transactions, and not that of real property owners are usually mentioned. 
In the context in which shares are bought in the name of the intermediary by another person that acts as coordinated by an investor, the intermediary will not know the real owner. Shares to bearer may also be purchased on this market and they do not require the registration of shareholders, giving the possibility to those that hold black sums to become owners.  
In view of minimizing the risks specific to money laundering on such markets, the transaction makers should have in view the following aspects (Giuseppe Lombardo, 2002, pp. 30):
- the purchase and sale of movable assets without a specific purpose in circumstances that seem unusual and not connected with the investment or the diversification of the degree of risk; 
- the commercialisation of undistributed financial instruments in a wide portfolio available to the public on short notice with/ and with the implication of large amounts of money, especially if partners reside outside the European Union;  
-unoperative accounts that become active all of a sudden and get involved in transactions with large cash amounts; 
- the involvement in the purchase and sale of movable assets of the same value, creating the illusion of a commerce. Laundering by means of multiple accounts may be used in the transfer of funds between accounts that generate compensating losses and profits in various accounts; 
-request for investment division in several transactions of the same type mutually registered in the name of more people without justifying the diversification of portfolio;  
- a great number of transactions with movable assets across borders and jurisdictions;
In Romania, according to the data published by ONSCPB, most operations that are suspected of money laundering by deposits/ withdrawals over 15 000 Euros were reported by banks. Thus, of a total of 11 005 reports, banks hold by far the first position with 6350 reports, standing for approximately 58%. The branches in Romania of several foreign banks reported 1090 transactions of this type, with the result of a percentage of almost 10%. As can be seen from the following table, there are also other financial entities that reported such transactions to ONPSCB: IFNs, insurance companies, brokers, financial investment institutions, and private pension fund administrators. 
Table no. 2 Number of reports by type of reporting entity
	Reporting entity
	Total reports

	Banks
	6350

	Branches of foreign banks in Romania
	1090

	Credit cooperative organizations
	102

	IFNs (leasing, mutual aid, pledge, loan)
	118

	Institutions that provide funds transfer services
	50

	Institutions that made exchange
	461

	Insurers/reinsurers/brokers
	13

	Invetments company
	7

	Other entities
	2814

	Total
	11005


Source: ONPCSB 2011

These situations show that credit institutions aim at collaborating in the diminution of risks occurred in suspicious transactions of money laundering. According to the norms of 3/2002, article 46, financial entities will evaluate new products and services from the perspective of the risks associated with them, including the risk of being used by the customer as mean to carry out crime-related activities. Moreover, as far as the capital market is concerned, regulations meant to enhance a more efficient control were implemented. According to the regulation 11/2005, article 9, regulated entities will take the necessary measures in the case of operations that favour anonymity or that allow crimes in absence with the customer so as to prevent their use in money laundering.  
At the international level, efforts are being made to discourage money laundering. In 2001, the Basel committee issued a guide to draw attention to bankers on the customers and their operations. The customers’ weak elements of identification may cause reputational or operational risks to banks. It is recommended for financial institutions to develop rigorous identification policies of the risk factors in accepting new customers. For instance, a bank should be much more suspicious when it opens an account to a customer with an important amount of money who does not bring a clear proof of the source of income, than a customer with small revenues that tries to make transactions through the bank. Unfortunately, attracted by the power of money and the meeting of the set targets, a part of the bankers “inched” their eyes to the former type of client mentioned above, who, by means of the profit falls under the suspicion of carrying out money laundering operations. In 2003, the Basel Committee issued a general guide on the opening of accounts and identification of customers.    
Another organization that took position against money laundering was Financial Action Task Force which is an international organization with 32 member countries as affiliates and two regional territories that develop standards to deal with money laundering. It issued a series of regulations (40) that include policies related to customer supervision and transaction monitoring.    
The programmes for the identification of customers need to have in view the appropriate risk procedures in view of establishing the customers’ identity. The bank needs to have a realistic and complete image of the customer. To achieve these aims, we need to evaluate relevant risks, including those implied by the variety of bank account, the variety of methods to open an account and customer typology. 
In the programmes implemented by financial institutions for discouraging money laundering, we need to design policies for a long-life training of personnel, rigorous audit system and a control programme on human resources of financial entities. 
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